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CerosiHss MHOTHE CTpaHbl IPUHUMAIOT U IPUMEHSIOT CTpaTeruy KHOepOe30macHOCTH, 3TO pacCMaTpUBaeT-
sl KaK HEOOXOAMMBIH dJIEMEHT IS KH3HEAEATeIbHOCTH, pabOTHl M pa3BUTHA B KubepnpoctpancTse. HecmoT-
Pl Ha TO YTO NPUHSATHIE CTPATErHH OPHEHTHPOBAHBI HA peaju3aluio B KHOEPIPOCTPAaHCTBE, MOXKHO TOBOPHUTH
0 TOM, YTO OHH HE COOTBETCTBYIOT POJIHM T'OCYAapCTBa B KHOEPIPOCTPAHCTBE. BHE BCSIKOrO COMHEHHS, Me-
HSIIOIIASCSL POJIb FOCYIApCTBa B KMOEPIPOCTPAHCTBE NOTPEOYEeT HaX0XIeHHs HOBOrO OanaHca Mexay Kuodep-
0e301macHOCTBIO U «CBOOOOI» B KHOEpIpocTpaHCcTBe. B crathe paccMaTpHBalOTCS TEKyIIas U MEHSIOMASCS
POJIb TOCYNapCTB B KHOSPIPOCTPAHCTBE HA OCHOBE aHAJM3a MPABOBBIX M MOJUTUYECKUX JOKYMEHTOB, OTpa-
JKAIOIIUX COJEpKaHHE HAMOHAIBHOW MOJIMTHKH KubepOe3zomacHocTH cTpaH — wieHoB HATO wu ctpan, He
spistoiuxcs wienaMmu HATO, a Takke TOKIaAbl U pEKOMEHAANN MEX/TyHApOIHBIX OpPraHU3aluii, TAaKMX KakK

MexnyHapoassiii coro3 anekrpocssizu u JOHECKO.

Knrouesvie crosa: xuOeprpoCTpaHCTBO, OalaHC MHTEPECOB, KuOepOe3onmacHoCTh, cB00Oa, HAOIIOICHHE,

IIOJINTHKA.

1. Introduction

Today, more than 70 countries have been adopt-
ing and implementing cybersecurity strategy doc-
uments. Such cybersecurity documents are now
considered to be indispensable for working and
developing the cyberspace. Even though cyberse-
curity strategy documents are being implemented,
they don’t match the role of states in cyberspace.
For example, on June 5 2013, Edward J. Snowden
disclosed some documents and came to the conclu-
sion that online surveillance undertaken by the Na-
tional Security Agency (NSA) violated internation-
al law on human rights. He also released informa-
tion about NSA activities with the intelligence
agencies of other countries [1]. In addition, by
2020, the 4th Industrial Revolution will have
brought us new advanced technologies — robotics
and autonomous transport, artificial intelligence,
machine learning and the Internet of things (loT)
[2]. These developments will change the role of
states in cyberspace. What is certain is that the
changing role of states in cyberspace will need to
find a balance between cybersecurity and liberty in
cyberspace. Therefore, we need to examine the cur-
rent and changing role of states in cyberspace
which is referred to as national cybersecurity poli-
cy. We will look at legal documents of NATO and
non-NATO member countries including Europe,
Asia & Oceania, Africa, Americas, reports and rec-
ommendations of international or regional organi-
zations such as International Telecommunication
Union and UNESCO.

2. Sustainable development goals
and cybersecurity

A. Countries’ global ranking on e-governance
and cybersecurity

In 2015, UN General Assembly adopted Sustaina-
ble Development Agenda-2030 with its 17 goals, and
all of these goals are addressed to peoples and coun-
tries of the globe for reducing poverty, protecting
the nature and encouraging sustainable develop-
ment in all sectors of society [3]. According to To-
masz Janowski’s presentation, 87 percent of the
goals and all 169 provisions were related to and
required the capability of e-government. Moreover,
only less than 31 percent of UN member states
have reached a development stage which was en-
hanced by e-government, but 55 percent have not
reached it yet. It follows from this presentation that
e-governance should play the main role in the im-
plementation of Sustainable Development Agenda,
but more than 69 percent of UN member states at
the moment are affected by the differences between
willingness (Sustainable Development Agenda) and
capability (e-governance). To fully understand and
efficiently resolve these differences, research work
should be enhanced and conducted in relation to the
countries which have made a commitment to
change their policy environment [4]. With the pur-
pose of clarifying the above research results, let us
try to synthesize current ranks of the following
10 countries which have specific policies and regu-
lations for cybersecurity [5].
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Table |

Some countries’ global rank on e-governance and cybersecurity

Global Rank /E-Government

Global Rank /Global Cybersecurity

Region Country Development Index 2017/18/ [6] Index 2017/ [7]
UK 4 12
Europe Estonia 16 5
Russia 32 10
Australia 2 7
Asia & China 65 32
Oceania India 96 23
R. Korea 3 13
Africa S. Africa 68 58
Americas & USA 11 2
the Caribbean |Panama 85 62
Table I
Some countries’ security and liberty in cyberspace
Tiers/Country Estonia Russia India
Cybersecurity index tiers-2017 [7] Leading Leading Maturing

Obstacles to access 0/25 11/25 12/25

. . Limits on contents 3/35 23/35 9/35

Liberty in cyberspace-2017 [8, 9] \Violations of user rights 3/40 32/40 20/40

Overall score 6/100 (free) 66/100 (not free) |41/100 (partly free)
Balance between security and liberty in cyberspace Balanced Not balanced Not balanced

Table | shows that E-Government Development
Index is irrelative of Cybersecurity Index on this
comparative rating information of 10 countries, and
one could conclude easily that ensuring cybersecur-
ity has no direct correlation with the strengthening
of e-governance. In other words, it seems that
e-governance could not be a guarantee of cyberse-
curity, and the strengthening of cybersecurity could
not help in all situations of e-governance. There-
fore, strong capability of both e-governance and
cybersecurity of such countries is currently an im-
perative need.

3. Balancing between cybersecurity
and human rights in cyberspace

A. Security and liberty in cyberspace

This section will discuss how a country’s duties
with regard to cybersecurity could be changed and
what type of changes will be needed in the future.
For the purpose of clarification, it might be useful
to analyze, as examples, the rating data of three
countries, which have specific policies and regula-
tions on cybersecurity.

The data of Table Il is sourced from a report of
the recognized international organization and a
comparison is made of selected indicators regard-
ing the cybersecurity and cyber liberty index in the
three countries in 2016. This comparison proves
that ensuring cybersecurity could be balanced with
human rights in cyberspace, but some countries
impose restrictions and violate human rights under
the pretext of ensuring cybersecurity. Therefore, a
country’s obligations for cybersecurity need to be

changed to avoid improper prohibitions or restric-
tion of human rights and to provide a balance in
cyber space.

B. Principles for governing the cyberspace

The previous part has mentioned the types of
duties that should be addressed to the country in the
cyberspace and how these duties have changed dur-
ing the recent years. Moreover, it would be impor-
tant to define or state the principles/rules which
apply during the implementation of duties in cyber-
space by countries. The UNESCO’s study encom-
passes 52 declarations, guidelines, and frameworks
from various international actors, as well as the doc-
uments dealing with internet governance principles.
Here, these 52 documents can be summarized as fol-
lows according to their geographic origins:

¢ 28 documents stem from global institutions (or
from several jointly acting regional institutions),

¢ 11 documents are based on regional initiatives,

¢ 13 documents have been developed by differ-
ent bodies of civil society [10].

The following 10 documents out of 52 were
connected to countries’ duties in the cyberspace:

1. International Mechanisms for Promoting
Freedom of Expression (2005);

2. Recommendation on the Promotion and Use
of Multilingualism and Universal Access to Cyber-
space (2003);

3. Madrid Privacy Declaration (2009);

4. Code of Good Practice on Information, Par-
ticipation and Transparency in Internet Governance
(2010);

5. Joint Declaration on Freedom of Expression
and the Internet (2011);

6. Declaration of Internet Freedom (2012);
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Table 111

Principles for governing the cyberspace

Principles Documents mentioning the aspect Documents addrgssing the aspect in more
(out of 52) detail (out of 52)

Access 50 22
Openness 34 17
Freedom of Expression 41 21
Privacy 36 14
Multi-stakeholder Part. 39 19
Ethics 19 11
Gender Equality 18 8
Sustainable Development 24 6
Cultural Diversity 20 8
Science 6 6
Education 24 13
Accountability 28 2

7. Internet Governance — Council of Europe
Strategy 2012-2015 (2012);

8. Promotion, Protection and Enjoyment of
Human Rights on the Internet (2012);

9. Right to Privacy in the Digital Age (2013);

10. Recommendation on a Guide to Human
Rights for Internet Users (2014).

Table 111 shows the 12 most popular principles
of international cyber governance declarations,
guidelines and frameworks (52 documents). Based
on these experiences, each country should include
provisions about the principles of access, freedom
of expression, multi-stakeholder participation, pri-
vacy, and openness in its own regulations and ac-
tivities in relation to cyberspace. This would ensure
sustainable conditions for complete implementation
of its functions in current cyberspace.

Conclusions

Most countries have stated their own commit-
ments and responsibilities with regard to cyber-
space in the national policy and regulations, but
cyberspace is changing rapidly in multiple ways.
Typically, these changes are related to the balance
between ensuring cybersecurity and protection of
human rights. Based on the compared results on E-
Governance and Cybersecurity Indexes of the se-
lected 10 countries, states should implement their
duties of a balanced and sustainable development
of both aspects at the same time. Furthermore, the
duties of the states with regard to cybersecurity are
changing in view of the need to implement the
measures aimed at avoiding illegal restrictions and
violation of human rights and ensuring the ba-
lanced state activities in cyberspace. In addition,
states need to pay more attention to these changing

duties and must adopt and implement international-
ly recognized principles of cyberspace regulation.
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THE CHANGING ROLE OF THE STATE IN CYBERSPACE

L. Galbaatar

Today, many countries adopt and apply cybersecurity strategies; this is seen as a necessary element for living,
working and developing in cyberspace. Despite the fact that the adopted strategies are aimed at the implementation in
cyberspace, we can say that they do not correspond to the role of the state in cyberspace. The changing role of the state
in cyberspace will require a new balance between cybersecurity and “freedom” to be found in cyberspace. This article
discusses the current and changing role of states in cyberspace, based on an analysis of legal and policy documents re-
flecting the content of the national cybersecurity policy of NATO member countries and non-NATO countries, as well
as reports and recommendations of international organizations such as the International Telecommunication Union and

UNESCO.
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